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CoctaB obopyaoBaHus

22 To4KkM goctyna (802.11ac, 3x3:3ss) — AP832e
3 KommyTaTopa ¢ noptamun PoE — FS-424D-FPOE
1km kabena UTP

AnnapaTtHbin KoHTporniep FWC-500D

Cuctema ynpasneHuns — FWM-VM

Cuctema aHanutukm — FortiPresence

LLinto3 6esonacHocTn FortiGate 300E

Cuctema cbopa noros — FortiAnalyzer

F:RTINET



CraTtuctuka u pesynsrartbl

= OOLwee yncno nocetnteneun koHdepeHumnn: bonee 800 yernosek
* BbIfI0 0gHOBPEMEHHO Noaknto4eHo K cetn B cpegHem 300 KNMeHToB
= KaHan goctyna B VIHTepHeT: 200MbuT/C

= 3mepeHuna npomssoauTenbHocTu (knneHTt iPhone 7, 802.11ac, 2ss) :
» Download 90M6wuT/c,
» Upload 110Mb6wuT/c

* YacToTHble KaHanbl, 3aencTBoBaHHble B paMmkax bJ1BC:
» 2 KaHana 5GHz, wupwuHa kaxgoro 40MHz: 44+48, 149+153
» 2 KaHana 2.4GHz, wupuHa kaxgoro 20MHz: 6, 11

= KnneHTbl pacnpegensanucb no gnanasoHam 5/2.4GHz B cOOTHOLEHUN 65/35
= KnueHTbl paBHOMEPHO pacnpenenanncb No KaHanam B pamMkax o4HOro guManasoHa

= KayecTtBeHHasi paboTta cepBuca y Bcex abOHEHTOB
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Fortinet Security Day 2019

= FZ:RTINET. FortiWLC 8.4-4build-8 | FortiWLC-500D

Fwc-soop@10.107.110  fp QP admin v

12:16:48

=) Monitor System Dashboard [Graph Help ] 9 Auto Refresh: 42 secs O
v Dashboard Service Control Application
TRENDING DRAG AND SELECT AN AREA ON CHART TO ZOOM-IN. DOUBLE CLICKTO ZOOM-OUT. ¥
Radio THROUGHPUT STATION
Station
60 200
. -~
Voice 0 E
2 100
WIPS 2 20 5
E=
2 h I | 8
2 I g /"‘J
> Fault Dashboard [} 0
18:00 00:00 06:00 12:00 18:00 00:00 06:00 12:00
> Spectrum Manager
> Diagnostics DISTRIBUTION v
ALARMS BY SEVERITY (0) STATIONS BY SSID (286) STATIONS BY RF BAND (286) STATIONS BY OSTYPE (286)
> Global Statistics
> Devices
> Statistics
> QoS/Voice '
> Topology
> Toan1N
2 Confi ti [0 ESS3 I ESS2 unknown [ 11bg [ GoogleAndroidNougat 0 AppleiOS9.x/10.x/11.x
0 Lonhguration [0 Partners [ 11bgn I 11an [T 370103060f1f212b2c2e2f7779f9fc ' GoogleAndroidJellyBean
i I 11ac Others
%) Maintenance
== . WIRELESS CONFIGURATION v
= Wizards
59 [»] RF Virtualization Made Datanlane Made Multicast 12 Securitv Made Cantive Partal MAC Filtering 2 4G Radin 5G Radin
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Fortinet Security Day 2019

= FiZERTINET  FortiWLC 8.4-4build-8 | FortiWLC-500D 150849 Fwcsoopei0i07110 fp QO A ]
Monitor Access Points (22 entries) @
”;—'a Conﬁguration # EDIT ™ DELETE @ BULK UPDATE B VIEW
>  System Config APID AP Name MAC Address Uptime Operational Availability Runtime Image Connectivity AP IP Address for AP Model AP Group Feature Group Operating
State Status a Version Layer L3 Name Name Mode
> Security Q Online
> Wireless £ 1 3-AP1 00:0c:e6:31:55:d8 = 00d:16h:02m:34s Enabled Online 8.4-4build-8 L3 10.10.100.10 AP832e - - Normal
> Wired £ 2 3-AP2 00:0c:e6:31:57:2a | 00d:15h:56m:00s Enabled Online 8.4-4build-8 L3 10.10.100.11 AP832e - - Normal
> Policies & 3 3-AP3 00:0c:e6:31:67:22 00d:18h:03m:50s Enabled Online 8.4-4build-8 L3 10.10.100.16 AP832e - - Normal
v Devices s 4 3-AP4 00:0c:e6:31:56:16 = 00d:18h:03m:51s Enabled Online 8.4-4build-8 L3 10.10.100.17 AP832e = = Normal
System Settings AR 3-AP5 00:0c:e6:31:67:0a 00d:18h:03m:52s Enabled Online 8.4-4build-8 L3 10.10.100.18 AP832e = = Normal
Controller AN 3-APé 00:0c:e6:31:66:ba | 00d:18h:03m:51s Enabled Online 8.4-4build-8 L3 10.10.100.19 AP832e = = Normal
7 3-AP7 00:0c:e6:31:67:32 00d:18h:03m:53s Enabled Online 8.4-4build-8 L3 10.10.100.20 AP832e - - MNormal
B
AP Regk # 8 3-AP8 00:0c:e6:31:57:32 00d:14h:40m:12s Enabled Online 8.4-4build-8 L3 10.10.100.21 AP832e - - MNormal
eplacement
9 3-AP9 00:0c:e6:31:67:14 00d:14h:40m:12s Enabled Online 8.4-4build-8 L3 10.10.100.22 AP832e - - Normal
4
AP Packet Capture
# 10 3-AP10 00:0c:e6:31:67:18 00d:14h:40m:11s Enabled Online 8.4-4build-8 L3 10.10.100.25 AP832e - - Normal
AP Redirect
s 11 3-AP11 00:0c:e6:31:66:fe 00d:14h:40m:0%s Enabled Online 8.4-4build-8 L3 10.10.100.24 AP832e - - Normal
Antennas
&£ 12 3-AP12 00:0c:e6:31:66:c2 00d:14h:40m:10s Enabled Online 8.4-4build-8 L3 10.10.100.28 AP832e = = Normal
Device Fingerprint
& 13 3-AP13 00:0c:e6:31:67:36 00d:14h:40m:11s Enabled Online 8.4-4build-8 L3 10.10.100.30 AP832e = = Normal
Location Services . )
& 14 3-AP14 00:0c:e6:31:64:ac 00d:14h:35m:58s Enabled Online 8.4-4build-8 L3 10.10.100.29 AP832e - - Normal
Beacon Services & 15 1-AP1 00:0c:e6:31:657c | 00d:05h:32m:4Ss  Enabled Online 8.4-4build-8 L3 10.10.100.23 AP832e - - Normal
» GEEEmiE # 16 1-AP3 00:0c:e6:31:58:3a  00d:05h:32m:45s | Enabled Online 8.4-4build-8 L3 10.10.100.15 AP832e - - Normal
> WIPsS & 17 1-AP5 00:0c:e6:31:58:3e 00d:05h:32m:43s Enabled Online 8.4-4build-8 L3 10.10.100.35 AP832e - - Normal
& 18 1-AP7 00:0c:e6:31:58:86 00d:05h:32m:44s Enabled Online 8.4-4build-8 L3 10.10.100.36 AP832e < < Normal
7 19 2-AP2 00:0c:e6:31:57:f8 00d:14h:28m:25s Enabled Online 8.4-4build-8 L3 10.10.100.38 AP832e = = Normal
& 20 2-AP4 00:0c:e6:31:57:c2 00d:14h:28m:26s Enabled Online 8.4-4build-8 L3 10.10.100.39 AP832e - - Normal
&) Maintenance
F 21 2-AP6 00:0c:e6:31:66:ac 00d:14h:28m:26s Enabled Online 8.4-4build-8 L3 10.10.100.42 AP832e - - MNormal

&5 Wizards

:RTINET



Fortinet Security Day 2019

Monitor ESS-AP Configuration (36 entries) @
%o Configuration ESS Profile Security Profiles Hotspot Profiles
> Security ESS Profile APID AP Name Interface Index Channel Operating Channel Admin State Max Calls BSSID w Owner
Vv Wireless Q 00:0¢:e6:02:¢3:c3
Radio ° V4 ESS3 9 3-AP9 2 157 157 Up 0 00:0c:e6:02:c3:c3 controller
ARRP ° #  EsSS3 8 3-AP8 2 157 157 Up 0 00:0c:e6:02:¢3:c3 controller
Hotspot 2.0 ° # | ESS3 7 3-AP7 2 157 157 Up 0 00:0c:e6:02:¢3:¢3 controller
_ ® »  Es3 6 3-AP6 2 157 157 Up 0 00:0c:e6:02:c3:c3 controller
Load Balance ° V4 ESS3 5 3-AP5 2 157 157 Up 0 00:0c:e6:02:c3:¢3 controller
Mesh ° && ESS3 4 3-AP4 2 157 157 Up 0 00:0c:e6:02:c3:c3 controller
es|
ESS3 3 3-AP3 2 157 157 U 0 00:0c:e6:02:c3:c3 troll
S TPer ° i p e c3:c: controller
° # | ESS3 2 3-AP2 2 157 157 Up 0 00:0c:e6:02:¢3:¢3 controller
> Policies
° # | ESS3 18 1-AP7 2 657 157 Up (o] 00:0c:e6:02:¢3:c3 controller
> Devices
° V4 ESS3 17 1-AP5 2 157 157 Up 0 00:0c:e6:02:c3:c3 controller
> Access Control
° && ESS3 16 1-AP3 2 3Ly 157 Up 0 00:0c:e6:02:c3:c3 controller
> WIPS
° Va ESS3 15 1-AP1 2 sl 157 Up 0 00:0c:e6:02:c3:c3 controller
& | ESS3 14 3-AP14 2 157 157 Up 0 00:0c:e6:02:c3:c3 controller
| NON NetSpot - Discover and analyze wireless networks around you
€3 DISCOVER @ SURVEY % EXPORT | @ USER GUIDE 9 ASK A QUESTION % UPGRADE NOW
3SID ~ BSSID Channel Band Security Vendor Mode Level (SNR) Signal Signal... Avg Max Min Noise Nois... Last seen
= SecurityDAY 00:0C:E6:02:C7:82 6 2.4GHz | WPA2 Personal |Meru g/n =] -67 33% -50 -33 -85 -85 15% now
M = SecurityDAY 00:0C:E6:02:4F:38 1 2.4GHz | WPA2 Personal | Meru g/n [77rrr2] -54 46% -66 -34 -81 -85 15% now
SecurltyDAY 00:0C:E6:02:BE:BB 44,41 5GHz |WPA2 Personal | Meru 46% -7 15% no
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Fortinet Security Day 2019: 3amepbl aHanM3aTopom
cnekTpa (amana3oH 2.41Tw)

[ AirMagnet Spectrum XT - Live Capture g =

ge|wed @@ 5@ 0.0.6) 004
M Spectrum - WiFi Summary [ ‘Spectrogam .. 24GHz. v s FH 20
Channel Summary | View Type: Max
~ | Cument | Avg | Max | Duty Cycle
1 M0 99 66 BA28% e
2 107 94 159 gOBRs =
37008 s poasn s
4 54 i8s 55 eamew o
5 89 89 B2 7m4x
6 84 ey 5 pamew
7 88 89 52 30o9%
Q on i 00 E2 on naer 5 —
Y ———— Real Time FFT ~ 24GHz ~ |5 e
Show active only v [ JIMax-Hoid M Max I Avg
=42 Interference |
@ Auto detected FFT Patt nt: 12 WY BN
B Roddrcnibiimetaniy Y A Wi i A 'HM e
s ! s TR ST
5
3
o
| Non-WiFi Interfer (0) [AP(23) | Biuetooth(0) | | Spectrum Density ~ 24GHz - B H 3@
Channel =« !@ AP jg Station ‘ ‘ Phone ‘ -~ 0.66% _ i .:J_ 20,40%
1 0 0 ‘
5 2 0 0 E _
6 3 0 0 =
& 8 -
9 1 0 0 =
1 4 0 0 3
¥ o
Channel Devices | RF Pattem |

Dynamic WiFi data collected from Windows Wireless Configuration.
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Fortinet Security Day 2019: 3amepbl aHan13aTopom
cnekTpa (anana3oH Sl Ty,

F

3 AirMagnet Spectrum XT - Live Capture

gelved  [[] & @600 000 G807 0 0
M Spectrum - WiFi Summary e Spectrogram  ~ 5 GHzlLower ~ % H |2 @ | Spectrogram =~ 5GHzUpper ~ s B @
Channel Summary ; ’L + View Type: Max View Type: Max
| Ch. =|Cument |Avg |Max |DutyCycle |+ -100:2m [N 3 B -50em
(=) Band: 24GHz E
1 -112 -100 :-45 3535% g 2
2 109 92 64  gHgTY = =
3 -101 -86 -49 64,18% o 2
4 848 4 guaan & &
5 -87 -86 -49 68.75%
6 -82 -86 -49 74.05%
7 -87 -87 -53 57.20%
Q Q4 27 EL 4092, 27 = - —
T Real Time FFT ~ 5 GHzLlower ~ |5 2 (@ | RealTimeFFT ~ 5GHzUpper ~ |5 2@
Show active only v [ IMax-Hoid I Max B Avg I Max-Hoid I Max B Avg

-4 |nterference
@ Auto detected FFT Pattems (count: 10)
=& Digtal Cordless Phone
-& FHSS Cordless Phone (Id 3)(2.4 GHz)
- " Wireless Game Controller
# PlayStation Game Controller {Id 2)2.4 GHz) |
# XBOX Game Controller {Id 4){2.4 GHz)

| Non-Wii Interfer.(3) i’;\ﬁ(éi)j étuezoothj_b}j

Channel = |[5] AP

12

J_QHStation E] Phone j‘

W:L: NH:n: —
N W

Channel Devices |RF Paﬁem

Power (dBm|

Spectrum Density ~

Power [dBm|

5 GHz Lower ~

o.00% I

B
- 25,87%

Power (dBm|

Spectrum Density

Power (dB m|

v

5 GHz Upper ~
o.00% N

Dynamic WiFi data collected from Windows Wireless Configuration.
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Fortinet Security Day 2019: FortiPresence Heat Maps

9\\ F::RTINET
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Fortinet Security Day 2019: aHanutuka FortiPresence

9%\ F:ERTINET

FortiPresence™ - 4.3

Current View
1181
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Fortinet Security Day 2019: npumep
BbISIBJIEHHOW Yrpo3bl

E:E SOC v  FortiView Monitors ADOM:root {1 ® >~ Q1 1 admin v

® Threats 5 Dashboard v B Al Devices ~ O Today~ Sep 122019 - Sep 12 2019 (PG I 0F) Night Ocean
Top Threats Drilldown Panel x
Threat Map epid=1354 Add Filter oo
Compromised Hosts
FortiSandbox Detection Summary

2 Traffic > End User 192.168.52.84  Verdict

- L . Last Detected 09/12/2019 # of Threats

iz2 Applications & Websites >

Host Name 192.168.52.84
& VPN 4 0s
®: System > Device Name FortiGate-300E

=EHHE Suspicious
# Detect Pattern Threat Type Threat Name A Category Detect Method # of Events Security Action Log Type Device Name
1 195.22.26.248 Malware Sinkhole Spyware and Malware infected-ip 12 server-rst traffic FortiGate-300|

F:=RTINET © Fortinet Inc. All Rights Reserved.



Fortinet Security Day 2019: npunoxeHus (B TOM
4ynucne noTeHUuanbHO onacHble)

F

SOC v

® Threats
Top Threats
Threat Map
Compromised Hosts
FortiSandbox Detection
< Traffic
i Applications & Websites
Top Applications
Top Cloud Applications
Top Cloud Users
Top Website Domains
Top Website Categories
Top Browsing Users

& VPN

RTINET

FortiView Monitors

ADOM:root [I @ >~ Q1 ' § adminv

£ 2
o/ o]/

v [ Dashboard v A Al Devices ~ © Last 4 Hours +  11:36:33 - 15:36:33 & Refresh

Top Applications

Add Filter

Sessions
18,000

15,000 +
v 12,0004 ﬁ/\/\'//\/\/o\‘_‘/\/f\_h/\\/\_
9,000 + »
6,000
3,000
0

T T T T T T T T T T T T T T T T T T T T T T T T
11:35 11:45 11:65 12:05 12:16 12:26 12:36 12:45 12:65 13:05 13:15 13:25 13:35 13:45 13:556 14:.06 14:16 14:25 14:35 14:45 14:55 15:056 15:156 15:26 15:35

Block () Allowed

Risk # of Clients Sessions( Blocked/ m Allowed)
2249 W 6.1 MB/96.1 MB |
225 | 813.8 KB/3.9 MB 1
85 1.6 MB/9.0 MB 1
65 153.8 KB/1.6 MB
38 609.1 KB/525.5 KB
18 11.0 KB/108.8 KB
8 670.1 KB/4.7 MB
16.9 KB/32.8 KB
27.8 KB/55.3 KB
163.0B/17208B

192.1 KB/19.7 KB

Application Category Bytes(' Sent/ m Received)

) SOCKS5 Proxy Critical 15

O OperaVPN Proxy Critical

® Hotspot.Shield Proxy Critical

@ Browsec Proxy Critical

¥ RusVPN Proxy Critical

Z Proxy.HTTP Proxy Critical

& Tor Proxy Critical

¥ TunnelBear Proxy Critical

[l Cloudflare.1.1.1.1VPI Proxy

Critical
/) SOCKS4
@ BitTorrent

Critical
High

Proxy
P2p

[ T e e - T2 T~ U U Y «

Show 100 ~ Total 834



Fortinet Security Day 2019: craTucTtuka no
nonb3oBaTensaM U NoceLlleHHbIM UMU pecypcam

"= SOCw FortiView Monitors ADOM:root I @ > Q1 ‘ admin v
® Threats v B Dashboard v A Al Devices ~ O Last4 Hours~ 11:37:42 - 15:37:42 T E S Wl 01 Night Ocean
Top Threats o

Top Browsing User

T m
Threat Map )
Add Filter Y] ‘

Compromised Hosts

FortiSandbox Detection ~(O- Bytes Received Bytes Sent
1.4 GB -

2 Traffic >
1.1 GB -

i#2 Applications & Websites v
858.3 MB

Top Applications
PAPP 572.2 MB \/

Top Cloud Applications 286.1 MB

Top Cloud Users 0.0KB

Top Website Domains 11:35 1145 1155 1205 1245 12:25 12:35 12:45 1255 13:05 1315 1325 13:35 1345 1355 14:05 14:15 14:25 14:35 1445 14:55 1505 15:15 1525 15:35
Source Group V # Sites Visited Browsing Time Bytes(  Sent/ m Received)
192.168.54.113 319 01h 49m 46s 23.3MB/126.9MB 1
192.168.52.114 197 58m 40s 185.3 MB/324.8 MB 'l
192.168.60.18 179 03h 27m 32s 4.5 MB/25.6 MB 1
192.168.54.31 168 03h 34m 08s 49.1 MB/2622MB ®
192.168.52.91 167 03h 08m 24s 182.6 MB/122.7 MB 11
192.168.50.3% 164 57m 03s 8.2 MB/78.4 MB |

192.168.50.86 157 03h 13m 04s 18.1 MB/3145MB m

Top Website Categories
Top Browsing Users
& VPN >

'8 System >

192.168.54.19 154 01h 19m 55s 159 MB/69.8MB 1
192.168.48.69 142 03h 23m 31s 11.9 MB/1204 MB 1
192.168.54.77 140 03h 04m 52s 35.2 MB/68.3 MB 1
192.168.50.31 138 01h 51m 16s 16.2 MB/340.1 MB m

#
1
2
3
4
5
6
7
8
9

[EN
-~ o

Show 100 ~ Total 447
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